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SC.080.101 - Maintaining User Profiles
[bookmark: pp_ref_BEFORECONCEPT][bookmark: _Toc31639924]Trigger:


Concept

This business process was revised for Consolidation.

This topic demonstrates how to maintain User Profiles. Maintenance of User Profiles includes tasks such as the unlocking of an account, changing a user’s password, and the addition or removal of security roles.

Note: All Users should be evaluated to determine whether or not they will be required to process Banner student payments. If they will need to add, maintain, or process payments for Banner students, then the "BOR_BU_XXXXB" Permission List should be selected as Primary.

Topic Objectives:
Upon completion of this topic, you will be able to:
- Unlock a user’s account.
- Add a new security role to an existing User Profile.



	Assumptions

	




	Dependencies/Constraints

	



Additional Information




Procedure

For this topic, imagine that you need to add an Asset Management inquiry role to the existing SECADMIN User Id. Let’s see how this is done.

	Step
	Action

	1. [bookmark: ID0x00000194] 
	Click the PeopleTools link.


	2. [bookmark: ID0x00000195] 
	Click the Security link.


	3. [bookmark: ID0x00000196] 
	Click the User Profiles link.


	4. [bookmark: ID0x00000197] 
	Click the Distributed User Profiles link.


	5. [bookmark: ID0x00000198] 
	Enter "SECADMIN" in the begins with field. 

	6. [bookmark: ID0x00000199] 
	Click the Search button.


	7. [bookmark: ID0x0000019A] 
	If a user attempts to login more than five times unsuccessfully, the account will be locked out. The security admin must navigate to this page, and de-select the Account Locked Out? checkbox.

This is where the password can be changed for a User.

	8. [bookmark: ID0x0000019B] 
	Click the User Roles tab.


	9. [bookmark: ID0x0000019C] 
	Click the Add a new row at row 2 (Alt+7) button.


	10. [bookmark: ID0x0000019D] 
	Enter "BOR" in the Role Name field. 

	11. [bookmark: ID0x0000019E] 
	Click the Role Name lookup button.

Roles can be added by selecting the +, or roles can be deleted from the user id by selecting the -.


	12. [bookmark: ID0x0000019F] 
	Click an entry in the Role Name column.


	13. [bookmark: ID0x000001A0] 
	Click the Save button.


	14. [bookmark: ID0x000001A1] 
	Congratulations. You have just completed the Maintaining User Profiles topic. Below is a summary of the key concepts of this topic:

- If a user attempts to login more than five times unsuccessfully, the account will be locked out.
- Roles can be added/removed from a User Profile as needed.
End of Procedure.
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